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CONFIDENTIALITY OF INFORMATION AGREEMENT  

 
 

PURPOSE OF CONFIDENTIALITY AGREEMENT 
 
In furtherance of its mission and consistent with its values, Trinity Health endeavors to 
improve the quality of patient care and the health status of the community, while 
protecting the confidentiality and privacy of patients.  
 
Trinity Health strongly believes in the balance of protecting patient information and 
privacy, while allowing its employees and other appropriate individuals (e.g., 
independent contractors, non-Trinity Health employees, etc.) access to the information 
they need to successfully do their jobs. To promote excellent quality of care while at the 
same time protecting patients’ confidentiality and privacy, Trinity Health requires that all 
employees and others who need access to patient or Trinity Health information, read, sign 
and abide by the terms and conditions of this Confidentiality of Information Agreement.  
Please read the agreement carefully and ask questions if you need clarification. 
 
 

DEFINITIONS 
 

1. “Confidential” means that patient and Trinity Health business information must 
not be revealed to or discussed with anyone who does not have a legitimate 
medical and/or business reason to know the information.   

 
2. “Patient Information” is any information regarding the patient obtained during the 

course of your work or association with Trinity Health.  Such information may 
include, but is not limited to, financial and social data relating to patients, the 
medical record (i.e., documents relating to an individuals medical history, 
diagnosis, condition, treatment or evaluation), business records, committee 
meetings and reports, physician office records, x-ray films, lab results, and 
incident reports.  

 
3. “Proprietary Information” is any information regarding the business and 

operations of Trinity Health obtained during the course of your work or 
association with Trinity Health. This may include, but is not limited to, data and 
information concerning employees, financial operations, quality assurance, 
utilization review, risk management, research, procurement, contracting, trade 
secrets, intellectual property and other operational information that may provide 
Trinity Health a competitive advantage in its relevant markets. 

 
4. “Information Systems” include, but are not limited to, computers, telephones, fax 

machines, software, e-mail, internet/intranet access and voice mail. 
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CONFIDENTIALITY OF PATIENT INFORMATION 
 

1. I understand that access to patient information is required for me to do my job, 
and that I am only permitted to access patient information to the extent necessary 
for me to provide patient care and perform my duties. Therefore, I will treat all 
patient, physician, employee and hospital business information (e.g., medical, 
social, financial, and emotional) acquired during the course of my work as strictly 
confidential. 

 
2.  I understand that “confidential” means that patient information must not be 

revealed or discussed with other patients, friends, relatives, or anyone else outside 
of the Trinity Health health care environment. In other words, a patient’s personal 
and medical information can only be discussed in private with appropriate 
individuals who have a medical and/or business related need to know, whether on 
duty or off. 

 
3. I will not release or disclose patient information, unless my job requires it, and 

then will disclose only the minimum necessary patient information needed to 
carry out my responsibilities for Trinity Health.  I will not disclose identifying 
information (e.g. name, date of birth, etc.) if the information can be removed and 
is not essential to the analysis.   If I am not sure whether the information should 
be released, I will refer the request to the appropriate department (e.g., Medical 
Records or Patient Financial Services) or appropriate individual (e.g., Chief 
Privacy Officer or Local Integrity Officer).   

 
4. I will appropriately dispose of patient information and reports in a manner that 

will prevent a breach of confidentiality. I will never discard confidential or patient 
identifying information in the trash, unless it has been shredded or recycled. 

 
5. I understand that I have a duty to protect Trinity Health patient information from 

loss, misuse, unauthorized access, alteration or unauthorized modification, and 
that I have a duty to disclose to Trinity Health any breach of patient 
confidentiality.   

 
6. I will access patient information only when needed in order to do my job, and 

understand that retrieving/viewing/printing information (computerized or paper), 
on other patients such as friends, relatives, neighbors, celebrities, co-workers, or 
myself is a breach of confidentiality and may subject me to immediate termination 
of employment or association with Trinity Health, as well as civil sanctions 
and/or criminal penalties. 
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CONFIDENTIALITY OF PROPRIETARY INFORMATION 
 

1. I understand that information regarding the business and operations of Trinity 
Health is confidential, and that such information is owned by and belongs to 
Trinity Health.  

 
2. I understand that I am only authorized to access Proprietary Information if it is 

required for me to perform my duties.  This information must not be revealed or 
discussed with others within or outside Trinity Health except to the extent that 
this discussion is necessary to perform my duties.   

 
3. I understand that I have a duty to protect Trinity Health Proprietary Information 

from loss, misuse, unauthorized access, alteration or unauthorized modification, 
and that I have a duty to disclose to Trinity Health any breach of Proprietary 
Information confidentiality. 

 
 

4. During my employment and subsequent to any termination of my employment, 
regardless of the reason for such termination, I will hold all Proprietary 
Information, whether in the form of data or otherwise, and whether a trade secret, 
copyrighted work, patentable subject matter, or otherwise, in confidence and shall 
not discuss, communicate or disclose to others, or make any copy or use of 
Proprietary Information without first obtaining the written consent of my 
organization’s privacy official, unless required by law. 

 
 

5. I further agree that during my employment, I may organize, compile, manipulate, 
or categorized Proprietary Information into a variety of forms, including but not 
limited to, software databases, spreadsheets, logs, directories, and the like (“Data 
Compilations”). I agree that any Data Compilation created during my 
employment is a work for hire and all rights to such information are owned by 
Trinity Health whether or not such Data Compilation is in the form of copyrighted 
work. 

 
6. I further agree that, in the course of performing my obligations under this 

Agreement, I may author and create copyrighted works, including but not limited 
to, software programs, instructional manuals, diagrams, drawings, technical 
specifications, artwork, and the like and may conceive and invent patentable 
subject matter.   With respect to copyrighted work, I agree that such work is work 
for hire and that Trinity Health owns all rights to the work. 

 
7. With respect to any patented inventions, I agree to promptly disclose such 

invention to Trinity Health, assign such invention to Trinity Health, and take all 
steps to cooperate with Trinity Health in connection with all measures necessary 
to protect Trinity Health’s rights in and to the inventions. 
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8. I agree that in recognition of my access to and knowledge of Proprietary 
Information, I shall not engage, directly or indirectly, or through any corporations, 
partnerships, limited liability companies or other legal entities or associates, in the 
provision of any service, or participate in any way in any new business ventures 
related to the provision of services which would constitute a conflict of interest 
with Trinity Health’s goals and objectives during the period this Agreement is in 
effect, without first obtaining the written consent of my organization’s privacy 
official. 

 
9. I understand that failure to follow this agreement may subject me to immediate 

termination of employment or association with Trinity Health, as well as civil 
sanctions and/or criminal penalties. 

 
INFORMATION SYSTEM SECURITY 

 
1. I understand that Trinity Health’s information systems are company property and 

are to be used only in accordance with the Trinity Health Information Systems 
Policy.  I also understand that I may be given access codes or passwords to Trinity 
Health information systems, and that that I may use my access security codes or 
passwords only to perform my duties. 

 
2. I acknowledge that I am strictly prohibited from disclosing my security codes or 

passwords to anyone, including my family, friends, fellow workers, supervisors, 
and subordinates for any reason. I will keep my security codes and passwords in 
confidence and will not disclose them to anyone (other than the System Security 
Administrator) for any reason. 

 
3. I agree that I will not breach the security of the information systems by using 

someone else’s security codes or passwords, nor will I attempt in any way to gain 
access to any unauthorized system. Also, I will not allow anyone else to access 
the information systems using my security codes.   

 
4. If I leave my workstation for any reason, I will initiate security measures in 

accordance with Trinity Health Information Systems Procedures so no 
unauthorized person may access patient or business information, or enter 
information under my security codes or password(s); I will make sure the system 
screen or paper record is not left open and unattended in areas where unauthorized 
people may view it. 

 
5. I will not misuse or attempt to alter information systems in any way.  I understand 

that inappropriate use of any information system is strictly prohibited.  
“Inappropriate Use” includes (i) personal use which inhibits or interferes with the 
productivity of employees or others associated with Trinity Health, or which is 
intended for personal gain; (ii) transmission of information which is disparaging 
to others based on race, national origin, sex, sexual orientation, age, disability or 
religion, or which is otherwise offensive, inappropriate, or in violation of the 
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Mission and Values of Trinity Health; (iii) disclosure of Confidential Information 
to any individual, inside or outside the organization, who does not have a 
legitimate, business-related need to know; and (iv) the unauthorized reproduction 
of information system software. 

 
6. Only Trinity Health approved and officially licensed software may be added to 

Trinity Health system(s). All software installed must be handled by the 
Information Systems Department in accordance with Trinity Health Information 
System Policy. 

 
7. I understand that I will be held accountable for all work performed or changes 

made to the system or databases under my security codes, and that I am 
responsible for the accuracy of the information I input into the system(s).     

 
8. If my employment or association with Trinity Health ends, I will not access any 

Trinity Health information systems that I had access to and acknowledge that 
legal action may result if I do. 

 
9. I understand that Trinity Health reserves the right to audit, investigate, monitor, 

access, review, and disclose information obtained through the organization’s 
information systems at any time, with or without advance notice to me and with 
or without my knowledge.   

 
10. I understand that I have a duty to protect Trinity Health information systems from 

loss, misuse, unauthorized access, alteration or unauthorized modification, and 
that I have a duty to disclose to Trinity Health any breach of information system 
security (for example, if the confidentiality of my or another’s password has been 
broken) or any inappropriate use of information systems. 

 
11. I understand that a violation of computer security or any component of this 

agreement is considered a violation of Trinity Health Information System Policy, 
and may subject me to immediate termination of employment or association with 
Trinity Health, as well as civil sanctions and/or criminal penalties. 

 
 
 
 
 
 
 
 
 
 
 



   

6 
 

 
 

 
CONFIDENTIALITY OF INFORMATION AGREEMENT FORM 

 
 
 

I will ask my supervisor for clarification if there are any items I do not understand before 
signing this agreement. My signature below acknowledges that I have read and 
understand this agreement and realize it is a condition of my employment/association 
with Trinity Health.  I also acknowledge that I have received a copy of the 
Confidentiality of Information Document. 
 
 
Check one:  I am ❏ Employee of Trinity Health  

❏ Non-Employee; state how associated (e.g., independent             
    contractor, volunteer, student, medical staff, vendor, consultant,   
    etc.), company name, and business purpose (if applicable):    

                                 ________________________________________________. 
 
Signature: __________________________________   Date: ___________________   
 
Print Name: ________________________________    Department: _____________ 
 
Supervisor Signature: _________________________  Date: ___________________ 
 
 
 
 
 
 
 
This Form is to be returned to Human Resources for filing in the personnel record. 

 
 
 
 
 
 
 
 
 
 
 
 
 

                  REVISED:  August 2005 


